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Abstract—The most common method of system adminis-
tration is accessing the remote system through the network
by means of some client-server protocol, giving access to a
privileged service always listening on the target system. There
are important security and flexibility limitations deriving from
the usage of a predictable access port for such a critical
application, which can be summarized as the impossibility
of attaining a satisfactory trade-off between attack rejection
capability and service availability. This work illustrates an
alternative solution based on the presence of an intermediate
system, acting as a meeting place in between the remote server
and its administrator. The resulting architecture eliminates the
predictable management port on the server, enhances the avail-
ability of the management service by exploiting widespread
communication platforms that are likely to be accessible from
anywhere, and exhibits a modular structure enabling promising
future extensions aimed at overcoming many other issues of the
current administration techniques.
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I. INTRODUCTION

Remote administration is a necessity for the vast majority
of Internet servers. Usually, a service runs on the target
system, either providing the administrator with a remote
view of the locally available administration tools (e.g: re-
mote terminal, remote desktop), or implementing a back-end
for the execution of complex commands received through
a corresponding front-end (e.g.: web-based administration
interfaces).

The access point to the administration service is the
obvious target of attacks such as DoS or brute-force au-
thentication attempts. Limiting the impact of these attacks
is very difficult; usually one or more reactive or proactive
techniques are exploited, as briefly summarized hereinafter.

• Access limitation solutions, like for example account
lock-out and connection throttling, react to suspect
activity (in terms of failed login attempts or exceedingly
high traffic) that could be the symptom of an ongoing
attack. In this way, however, they expose the legitimate
administrator as well as the attacker to the same risk
of being cut out of the server.

• Pre-authentication protocols, as port-knocking [22], [9],
[15] and Cryptographically Constantly Changing Port
Opening (C3PO) [12], tackle instead the problem of

hiding the administration port to everyone but the legiti-
mate administrator; the server recognizes a sequence of
specially crafted packets sent by the administrator, and
subsequently allows the originating address to access
the administration port. The sequence is based on a
shared secret, and usually involves sending several
packets to the correct TCP or UDP ports within a time-
frame. This approach also suffers from various draw-
backs: first, temporary lock-out can again be triggered
by any malicious or fortuitous event that lets the server
receive a wrong sequence; second, a special client is
required to execute the protocol; third, traffic directed
to truly random, hence unusual ports could be blocked
before it reaches the server.

• Host- and network-based intrusion detection systems
can help thwarting the attacks before they succeed, but
can not guarantee security against the vastly distributed
attacks that are presently possible, especially consider-
ing the value of the target (that is full control of an
Internet host).

However, there is a significant difference between the
administration service and the others usually provided by
the same host. While the latter must typically be fairly
visible to a varied audience, the former is intended solely for
the legitimate system administrator. This peculiarity can be
leveraged to protect the sensitive administration service from
malicious exploitation attempts, by completely changing the
access model.

The goal of this research is to devise an unconventional
model of communication between the system administrator
and the remote administration interface. In the proposed
solution, previously outlined in [19], the intrinsic vulnera-
bility of the traditional scheme is addressed by reversing the
client-server relation; an administration engine replaces the
classical service, originating connections to an intermediate
system rather than listening for connections.

The immediate advantage arising from this design choice
is that there is nothing to attack on the remote host. On
the other hand, the introduction of an additional system
in the security chain must be carefully evaluated, to avoid
introducing unexpected attack paths that eventually make
the system less robust than it originally was. We claim
that, if properly modeled and implemented, a platform



based on the meeting of the server and its administrator
on an intermediate system is expedient in terms of security,
availability, usability and opportunity for future extension.

In the following section, we outline the design guidelines
for the proposed system and describe the resulting archi-
tecture. Then, we proceed to discuss the deriving security
issues. Finally, we draw conclusions based both on the
present theoretical analysis and on preliminary experimental
results.

II. THE PROPOSED SYSTEM

A. Design goals

The devised system pursues four main features that we
deem lacking in the traditional remote system administration
protocols.

1) Administration port protection. The first line of de-
fense we consider is concealing the very existence
of an administration port on the server. The proposed
system should replace the visible server access point
with an abstract management port (AMP), which is
not located in a fixed place, but rather distributed on
the network by means of an intermediate communica-
tions architecture. We look after a twofold advantage:
having no obvious target for attacks on the server, and
lowering the motivation of attackers by concealing the
AMPs’ bound to the corresponding servers (and thus,
ultimately, to the value of the attacked system).

2) High availability. In this context, we define availability
as the possibility for the legitimate administrator of
being able to access the administration interface of
a remote server. The majority of the security coun-
termeasures listed in the previous section don’t strike
a satisfactory trade off between availability and ef-
fectiveness. They either risk sacrificing availability in
order to block potential attacks, or, where conversely
this risk cannot be tolerated, they add little security
value. A design goal of the proposed solution, then,
is keeping one or more access paths open for the
legitimate administrator even under massive suspect
activity directed against the administration infrastruc-
ture. Defending the administration service against the
kind of denial-of-service attack that can tear either
the host or the whole surrounding network down,
conversely, is not within the reach of the proposed
solution.

3) High intrusion prevention capability. As already cited
in the previous point, the important quality to pursue is
neither availability nor attack rejection alone, but the
best trade off between the two features. A design goal
of the proposed solution is implementing a flexible
communication model between the administrator and
the target system. It should be capable of dynamically
offering alternative ways of connecting the two ends,

Figure 1. Administrators and servers meeting on message exchange
platforms

when the currently active paths have to be terminated
in order to curb an ongoing illicit access attempt.

4) Convenient placement of common functionalities. We
foresee to achieve the aforementioned results by inter-
posing an intermediate layer between the administrator
and the commonly used administration tools on the
server. It makes sense to take advantage of this layer
for concentrating there all the functions that are related
to the communication between the two sides. Good
examples of functions that can be properly placed in
the intermediate layer are anomaly/intrusion detection
systems and interpreters for customizable, platform-
independent administration languages.

B. Architecture

To achieve the stated goals, we propose to substitute the
remote administration service passively listening for incom-
ing connections with an active system, named RoboAdmin
(RA), which connects to a meeting place (MP) where the
administrator can contact it, as depicted in Figure 1.

RoboAdmin, as illustrated in Figure 2, exhibits a modular
design which favors portable implementations. The role of
each component is described hereinafter.

1) Communication Layer: The communication layer pro-
vides an abstract functionality of message exchange to RA.
It can instantiate one or more communication channels by
connecting to the desired MPs, hiding the implementation
details of the corresponding platforms to the higher layers.
The communication layer lets RA establish a virtual pres-
ence on MPs, where the system administrator can find it, and
subsequently handles the exchange of messages between the
administrator and RA. Existing multi-user communication
platforms like the Internet Relay Chat (IRC) , MSN, Skype,
etc. are all examples of architectures providing MPs suitable
for RA’s use; they exhibit all the basic common features
needed for our purposes, namely:

• the possibility to create, manage and publish MPs - the
place is usually created on a specific host, and can be



Figure 2. RoboAdmin Architecture

made visible to a global or local network through either
a directory or a discovery system;

• the capability to identify users accessing the place
by means of a nickname, which can either be inde-
pendently chosen by them and disambiguated by the
system in case of collision, or registered a priori;

• the availability of some authentication and access con-
trol mechanism; administrative rights may be reserved
to the creator of the place, shared, or delegated;

• the availability of public (broadcast) or private (one-to-
one) communication channels.

The adoption of the communication model implemented
by this component makes the most of what is needed to
reach the design goals. By replacing a listening port with
outgoing connections, the most obvious target of attack
on the server disappears (clearly, the RA presence on the
MP represents just another way of listening to incoming
administrative requests; the security consequences of this
choice are analyzed in section III). The ability of handling
multiple connections at once is the key to achieving the
desired satisfactory trade-off between availability and secu-
rity: closing one of the active connections when an attack
against it is detected, even with a rather low confidence,
doesn’t affect the possibility for the administrator to reach
the server by means of the remaining ones. In other words, a
very effective intrusion prevention policy can be enacted to
tell the real administrator from an attacker trying to access
the server through RA, because high false-positive rates of
detection (usually associated with low false-negative rates)
can be tolerated almost without consequences, as far as it is
possible for RA to replace the “compromised” presence on

an MP with another one.
Moreover, the choice of exploiting widespread commu-

nication platforms benefits the availability of the admin-
istration port also when an administrator needs to access
his servers in an unforeseen situation, for example from a
public Internet access point. It is much more likely he will
be able to find an MSN client than an SSH client, let alone
a specialized application needed to handle port knocking
or cryptographic port choosing (both of which are most
probably going to be blocked by a firewall, anyway).

2) Chat Engine: The usage of public communication
platforms as MPs has two implications. First, RA should
be prepared to handle the dialog with users other than the
legitimate administrator without raising too much awareness
about its nature. Second, RA must respect the rules of the
specific MP to avoid being banned from it. For example,
exceedingly long periods of silence could trigger anti-bot
rules. In fact, the idea of sending a software agent (bot) on
chat rooms or similar communication platforms is certainly
not new, even if the reasons are usually malicious [21];
the bots can listen to the conversation between the real
users, looking for sensitive data, or they can try to gain
administrative rights for the meeting place. Research in the
Artificial Intelligence field produced some interesting results
in its quest to devise a software able to perform human-
like conversation, thus passing the famous Turing test [23].
This goal has been pursued though different approaches,
some exploiting clever but not really ”intelligent” linguistic
tricks [10], others building more complex AI-based system
with learning abilities [7]. In the year 1994, Maudin coined
the term chatterbot in its paper [16] describing the various
conversational programs that appeared at the time. The chat
engine, by integrating this kind of conversational technolo-
gies, pursues the objective of disguising RA among the other
inhabitants of the MP, and irrevocably intercepts any dialog
not leading to the start of a real administration session.

3) Authentication Component: When an administrator
wants to access a server, the first interaction he attempts
with RA is the authentication procedure. The authentication
component handles this phase, implementing any kind of
suitable authentication backend (e.g. standard passwords,
one-time passwords, etc.). Of course, if the administrator is
using a standard messaging client, the possibility of partici-
pating in strong authentication protocols (e.g. cryptographic
challenge-response) will be quite unlikely, but the authen-
tication component can easily accommodate also that kind
of feature as well. If the administrator can use some kind
of auxiliary device to perform the required computations, by
copying the challenge from the messaging client and pasting
the response back on it, very secure (if somewhat awkward)
authentication procedures can be supported.

4) Executive Component: Once RA has authenticated the
administrator, the executive component is put in charge of
interfacing him with the system. In the simplest scenario,



this could be a transparent wrapper of a standard shell on
the system, on one side passing the messages received from
the communication layer as command lines, and on the
other side intercepting their output and writing it back. The
presence of a wrapper of this kind, however, offers other
interesting possibilities too. As a simple but effective trans-
lator of imperative commands, this component can allow the
administrator to use a platform-independent language to ex-
ecute a wide range of commonplace tasks on heterogeneous
target systems. We designed the executive component so that
the grammar of the platform-independent language can be
customized. Consequently, each administrator can define a
unique language that not only is tailored to make the his
work easier, but also introduces a further dimension in the
search space for the attacker; blind attempts at guessing
the correct commands will make the intrusion quickly de-
tectable. As a more visionary development, that leverages the
integration of “intelligent” interpreters described above, it
would even be possible to foresee the design of a declarative
system administration interface, with the ultimate goal of
managing the target system in terms of desired configuration
goals, leaving to its “intelligence” the task of developing the
most effective plan to reach them, as described in [1].

5) Audit and auxiliary Components: Each one of the
components hitherto described can report every anomaly
or otherwise relevant event to the audit component, which
dispatches the notice to the destination configured by the
administrator. Clearly, the correct operation of RA’s com-
ponents depends on many configuration options. Among
the core functions, a dedicated component deals with their
persistence and versioning problems.

C. RA vs. Botnets

As usefully pointed out by one reviewer of a seminal
version of this work, two kinds of criticisms could arise
when observing the obvious resemblance of RA’s architec-
ture to that of a botnet: First, RA could be blocked by
the very same countermeasures that are being adopted to
curb the spread of botnets. Sadly, the effectiveness of those
countermeasures is very limited. Some [18] are based on
the analysis of the compromised servers participating in the
botnet, either “real” ones or honeypots; some others [26],
[18], [2] on the analysis of anomalous network activity
generated by those servers. Clearly, neither technique is
applicable to servers administrated through RA. Second,
the adoption of a botnet-like architecture in a world that
is trying to get rid of them is arguably ethical. However,
for the reasons outlined on the previous point, RA is not
significantly harmed by anti-botnet countermeasures, and
consequently it does not need to contribute in any way to
the development of anti-countermeasures that could benefit
malicious players. Furthermore, RA agents won’t try to
hamper the MP infrastructure, while this is one of the most
annoying behaviors of malicious bots.

Eventually, few but important differences allow us to
claim that RA is substantially immune from the theoretical
problems that could derive from its botnet-like nature. If
these arguments do not convince the reader that RA agents
can be accepted on public MPs, it is always possible to
foresee the usage of a dedicated infrastructure. Of course
this would be a much more complex solution, yet feasible,
as demonstrated in a paper [11] published after our first
proposal for RA, that estimated the size needed for such an
infrastructure to be effective.

III. SECURITY ANALYSIS

We are aware that the implicit claim of the presented
solution, that is securing a system by making it much more
complex, is rather bold. Everybody knows that the chain of
security is as strong as the weakest of its links; in this section
we analyze all the new links, to prove that, in the worst
scenario, the proposed solution is not less secure than the
presently adopted ones. The analysis is organized according
to the three areas which constitute the RA architecture: the
client, the MP and the server. Each of these exhibits peculiar
opportunities for a prospective attacker.

A. Client-side Security.

The client platform offers a twofold opportunity for
attacks. The choice to adopt widespread, standard client
software to communicate with RA means that any attacker
can use the same tool as the legitimate administrators. On
the one hand, an attacker can install on her own computer
a client for some MP technology and try to attack the RA
system. On the other hand, an attacker who is in a favorable
position can leverage her knowledge about the client to try
breaking in the administrator’s system or otherwise hijack
the the administrator-MP communication. The two scenarios
are separately investigated in the following sections.

1) Attacks from the client: Any attacker can run an MP
client and try to chat with RA, exactly like she can run one
of the common remote access clients and try to connect to
a target system. However, while in a client-server model the
target is obvious, in the proposed model the attacker must

1) find an MP containing an RA,
2) recognize RA among the other users,
3) attack it in the same way she would try to attack a

standard administration service,
4) if successful, operate on the target system so as to

avoid the IDS feature integrated in the command
interpreter,

5) find out whether the target is interesting or not.

For the sake of a worst-case analysis, we can suppose that
items 1, 2, 4 and 5 do not represent hurdles that actually
slow down the attacker, but step 3 is at least as complex in
RA as in any traditional system. More realistically:



Figure 3. Brute Force Attack From MP Client

regarding steps 1 and 2, if RAs are placed on densely
populated platforms, the research of an RA will be quite dif-
ficult. The five most widespread IM circuits (AIM, Windows
Live Messenger, QQ, Skype, ICQ), for example, average a
total of about 120 million concurrently online users. Conse-
quently, up to 120,000 RAs could live in those communities
and the probability of meeting one by chance would still be
lower than one in a thousand (a precise statistical analysis
of this scenario will be found in [17]). Moreover, given the
size of the research task, even a basic evasive technique
enacted by RA can trick the attacker in believing she found
yet another regular user;

regarding step 3, RA can adopt quick and effective lock-
out policies, greatly hindering the attacker’s ability to try a
brute-force approach, because the legitimate administrator
knows alternative MPs where to find other RAs for the
same server. The probability that an attacker finds all the
instances of RA related to a given server and succeeds in a
DoS attack by disabling them all is exponentially decreasing
in the number of RA instances. The server can easily enact
emergency procedures in this unlikely scenario, for example
by sending an RA to a randomly chosen set of altogether
new MPs, and telling the administrator their locations by
means of an encrypted e-mail or other kind of message;

regarding step 4, with high probability the administrators
using RA will enjoy the possibility of customizing the
grammar, both to suit their preferences and to trigger the
detection of wrong commands issued by an attacker;

regarding step 5, delaying the discovery of the value of a
system up to its actual compromise is not of any help against
attackers simply looking for the largest number of victims.
However, the effective decoupling between a valuable target
and its administration port surely helps thwarting the most
motivated, and hence dangerous, attacks.

2) Attacks to the client or to the client side of the
communication: The RA client is subject to the same attacks
as any other software. The attacker can compromise the
computer the client runs on, or trick the administrator in
installing a trojaned version of the software, or be in a
location allowing her to perform a man in the middle attack.

Figure 4. Insider Attack From MP

These are not RA-specific problems. The first two issues
belong to the domain of system integrity, which is surely
taken very seriously by someone using that system as a
control center for one or more valuable remote servers. In
particular, we expect the administrator to check the signature
over any piece of software he installs from the net, even
if we acknowledge this is an open cultural problem which
many security evangelists are working on [14]. The third
issue can be solved by exploiting encryption on the channel
between RA and his administrator. Some platforms offer
channel encryption as a standard feature, though usually
not in a end-to-end fashion, which would allow to solve
also the problems described in the following section. On
platform that do not offer this option, implementing end-to-
end security between the RA client and server is feasible
either by modifying the client, or by interposing a security
layer between the client and the network (for example see
the IRC encryption proxy [20]). This issues are also relevant
to the following section; further detail will be given there.

B. Meeting Place security

In the most common implementation scenario for RA,
the Meeting Place is the kind of gathering point where
standard users chat with each other not caring about privacy
and security. Often users don’t know who are the owners
of the place, nor they realize their powers. Common users
do not pose a threat to RA, because MP technologies
offer simple ways to establish private channels between the
administrator and RA, after they met on the public place.
Instead, if we consider the possibility of an attack coming
from the MP owner, we must take into account the fact
that she is able to perform both passive and active attacks
on the communications. It is an Insider Attack problem, as
discussed for instance in [4], [5].

Figure 4 shows how this attack scenario is easy to
implement for an MP owner. On the left, among users that
are talking on MP, an administrator writes the login phrase to
RA in a “private” chat in order to start working with the cor-
responding server. RA acknowledges the authentication and
moves itself to the ”ready state”. The MP owner (attacker, in



the center) can both sniff the authentication credentials and
hijack an established session, reading sensitive data, learning
the administration language, and issuing commands. While
the probability of stumbling on a malicious MP owner is in
our opinion almost negligible, especially if “renowned” MPs
are used, this kind of attack could completely jeopardize
RA’s security, and thus it must be effectively countered,
essentially by guaranteeing that the dialog between the
administrator and RA is actually private, either by means of
cryptography or bypassing the MP system altogether when
exchanging messages. Both of these two approaches have
advantages and disadvantages.

The former solution, i.e. exploiting end-to-end cryptog-
raphy, would be preferable because it allows to leverage
any kind of mediated message exchange platform as an MP
(with the additional advantage that both the administrator
and the server can be hidden behind a NAT device), but the
drawback is that a specialized client is needed. For most
protocols, however, it is quite easy to implement a client
with the necessary modifications. It could be coded as a
Java applet, for example, so that an administrator can use it
from any web browser, losing the advantage deriving from
using standard software, but at least preserving the advantage
deriving from using common network protocols, unlikely to
be blocked by firewalls.

The latter solution, i.e. bypassing the MP just after the
meeting, can be easily implemented on platforms that sup-
port moving users among MPs. However, the effectiveness
of this maneuver depends on the availability of a trusted
MP on which to jump. Since the malicious administrator
of the starting MP is almost certainly able to detect the
destination of the jump, the trusted MP will quickly become
a highly valuable target. It is important to note that the
aforementioned countermeasures are appropriate for thwart-
ing the most dangerous, active attacks. However, the fact that
a malicious MP owner can easily recognize an RA, and see
which server sent it on the MP, remains an open (if not very
worrisome) problem for which no straightforward solution
seems possible.

Finally, a significant risk is posed by attackers mimicking
a RoboAdmin chatterbot on the MP with the intent of
stealing the authentication tokens from the administrator.
The use of a mutual authentication protocol is advisable,
of course taking into account that each phase must be
protected against the same attacks described for the one-
way authentication scenario. Several works have studied the
problem of achieving strong authentication and exchanging
cryptographic keys between a client operated by a human
player, who has nothing more than his memory to store
a secret, and a remote server; see [8] for a good survey,
and [25] for SRP, which seems particularly suitable to be
integrated in the proposed architecture.

C. Server side security

The whole point of the RA architecture is preventing
direct attacks to the server. No administration ports are
left wide open, with privileged services running behind.
The only attacks that are possible on this side of the RA
architecture, and which of course could affect also RA’s
security, are the ones independent from RA itself: exploit-
ing local vulnerabilities through malicious code, exploiting
vulnerabilities of remotely-accessible services, exploiting
physical vulnerabilities, etc. RA cannot replace the best
practices for installing and maintaining a secure system, but
does not introduce new means of attacking it, eliminating
instead one access path of critical importance.

IV. IMPLEMENTATION AND EXPERIMENTAL VALIDATION

A. Implementation choices

The illustrated architecture can be implemented using a
wide variety of technologies, supporting almost any com-
bination of target system (i.e. the one we want to remotely
administrate) and network infrastructure suitable for building
an AMP. In order to build a simple prototype for the
experimental validation of the concept, we chose to take
advantage of the Internet Relay Chat (IRC) [13], which
has been proved successful for a task very similar to ours,
albeit with very different intent: controlling infected hosts
used for malicious purposes [6]. IRC was probably the
first service allowing people to meet on the Internet and
exchange text sentences in a many-to-many communications
environment, yet still widely used, notwithstanding the large
number of alternatives now available. The protocol is well
documented and client software is available in many flavors,
often even on public-access network stations. Regarding the
executive component on the target system, we implemented
a configurable command interpreter that wraps the bash
shell on a Linux machine. An especially challenging part
of the implementation was countering control flow injection
attacks that could occur in multithreaded distributed systems
like RA, if not properly coded: an attacker could be able to
block the system by typing multiple requests at the same
time. To avoid this vulnerability, the core engine has been
implemented according to the well-known concurrent design
guidelines by Ben-Ari [3] using Java concurrent libraries.

B. Experimental results and call for testing

The prototype has been running on a public host and
connected to public IRC servers for more than a year,
without incidents so far. The chatterbot actually got con-
tacted by many other users, who rather quickly lost interest
in its limited conversational ability, but apparently did not
discover its real nature. The interactions have been logged
through the audit component; as an example, a “controlled”
session is reported in Table I. In this short session all
the relevant modes of operation of RA are exemplified.
At first, RoboAdmin and the administrator provaAd can



2008-01-15 10:00:02 RoboAdmin connecting to: localhost
2008-01-15 10:00:32 RoboAdmin connected to: localhost
2008-01-15 10:00:32 RoboAdmin joined to: #null
2008-01-15 10:01:56 provaAd(87.19.242.119) wrote in private chat: Hi, How Are you ?
2008-01-15 10:01:56 RoboAdmin is talking through Eliza Intelligent message( Does that question interest you ? )
2008-01-15 10:02:13 provaAd(87.19.242.119) wrote in private chat: heheh, because I’m quite afraid for you !
2008-01-15 10:02:13 RoboAdmin is talking through Eliza Intelligent message( Don’t any other reasons come to mind ? )
2008-01-15 10:02:22 provaAd(87.19.242.119) wrote in private chat: !LOGIN! prova prova
2008-01-15 10:02:22 RoboAdmin has authenticated: prova
2008-01-15 10:02:30 provaAd(87.19.242.119) wrote in private chat: !EXECUTE! ls
2008-01-15 10:02:30 RoboAdmin has EXECUTED: ls
2008-01-15 10:03:03 provaAd(87.19.242.119) wrote in private chat: !LOGOUT!
2008-01-15 10:03:03 RoboAdmin has logged out
2008-01-15 10:03:14 provaAd(87.19.242.119) wrote in private chat: NOW EXAMPLE OF ATTACK
2008-01-15 10:03:14 RoboAdmin is talking through Eliza Intelligent message( Please go on. )
2008-01-15 10:03:31 provaAd(87.19.242.119) wrote in private chat: !LOGIN! BruteForce Pass1
2008-01-15 10:03:31 FAKE LOGIN -> From: provaAd (87.19.242.119). He used username =BruteForce, and password =Pass1
2008-01-15 10:03:31 RoboAdmin is killing in: null the nickName provaAd
2008-01-15 10:03:31 RoboAdmin has added to blackList: 87.19.242.119

Table I
LOG FILE FRAGMENT SHOWING BOTH A SUCCESSFUL AND A FAILED LOGIN ATTEMPT

be seen joining the channel. Their dialog proceeds onto a
private chat; RoboAdmin won’t accept any administrative
commands on public places. As long as non-administrative
sentences are directed to RA, it replies through the chat
component, in this case an implementation of the Eliza
conversation engine [24]. For the sake of simplicity, in this
prototype the administrative commands have been made
very visible, using a syntax like !ALLCAPS!; the core
component recognizes the login sequence and validates it
by means of the authentication component. From this point
onwards, up to the point when the logout command is issued,
the sequence of sentences from the administrator is sent to
the executive component. The last lines illustrate the lock-
out policy in action; in this case it is configured so that the
first failed login attempt causes the permanent ban of the
offending user (identified by means of the nickname and/or
the source IP address). The policy will commonly be stricter,
since it is reasonable to assume that a real administrator
won’t waste time chatting with RA: the very first interaction
can then be used to flag a user as a potential attacker
(or simply an innocent passerby), with the consequence
of ignoring any subsequent administrative dialog attempt.
The usability tests have been quite successful, showing
satisfactory ease-of-use and low performance hit. Regarding
security aspects, it is hard to tell how successful RoboAd-
min was in attaining its goal of disguising its presence,
because the existence of this project is unknown to most
of the potential attackers. It would certainly be interesting
to gather a community of volunteers to perform realistic
tests. For this reason, RoboAdmin is publicly available at
http://roboadmin.sourceforge.net/.

V. ONGOING WORK

Currently, modules for platforms other than IRC are being
written in order to make the system more widely testable.
The most widespread platforms, with many millions of users
throughout the world, namely AOL Instant Messenger, ICQ,
Skype, Windows Live Messenger and Yahoo! Messenger,

all offer APIs for an easy integration within third-party
code. On a more structural level, the communication layer is
undergoing a redesign procedure to make it work according
to dynamic resource discovery paradigms. Presently, RA
and the administrator need to agree upon (a set of) MPs
in advance, while they could leverage discovery services
to dynamically find each other. Among the planned future
functionalities, a very interesting one is the possibility of
creating private group chat-rooms, where an administrator
could manage a whole cluster of servers with a single com-
mand. The intrinsic capability of a RoboAdmin agent to send
instances to mutually unrelated Meeting Places, and then to
analyze and to correlate any activity they observe, could be
leveraged to integrate intrusion detection capabilities directly
within RA. It is not unreasonable to assume that RA can
exhibit a much more stealthy and effective behavior than
any attacker trying to discover it by trial and error. If the
IDS-like capability proves to be effective enough, it could
be evolved into a research goal of its own.

VI. CONCLUSIONS

In this paper we presented the architecture and imple-
mentation of an unconventional approach to remote system
administration. We favored a bottom-up approach in which
we started by building a working prototype, that could prove
the feasibility of some solutions, and then proceeded in the
direction of a necessary theoretical analysis of the usability
and security characteristics of the proposed system. The
result is a RoboAdmin, a ”bot” capable of disguising its
presence within any communication infrastructure designed
to put users in contact one another, like IRC channels. The
infrastructure is suited to let a system administrator contact
RA, which then can act as an intermediary between the
administrator and any management tool on the target system,
possibly hiding platform-specific details during the process.
The security of this realization of the Abstract Management
Port concept has been analyzed, and found to rely on various
factors that add up to the standard problem that any attacker



faces of faking the authentication credentials of a legitimate
administrator, namely: the difficulty of finding the bot and
of associating it to a specific server, and the very effective
anti-brute-force measures that can be put in place. The main
concerns regard the privacy of sensitive data in unlikely,
but dangerous situations that see a motivated attacker as the
owner of the meeting place or as a fake RA. Of course it is
not possible to use passive authentication protocols within
a public channel. The usage of cryptography would solve
the problems of secure and mutual authentication, but as a
drawback requires not-so-common clients, whereas a very
interesting feature of the proposed system would be the
possibility to use software commonly found even in public
Internet access points. The system has been implemented
and tested with real usage activities. The preliminary results
are of somewhat limited usefulness, given the fact that no
real attacker knows RoboAdmin, yet positive. Moreover, the
proposed architecture envisions many possibilities for future
improvements of system administration models, especially
in the direction of building a proactive and autonomous
administration agent.
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